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Linton School

GDPR and Data ProtectidPolicy

Adopted by:Rebekah Dennett Review date:September2021

Designated Safeguard LeadRebekah

+qst
Dennett Date: 15t January 2020

Deputy Designated Safeguard Lea8ean

- qst
Di Sora & Paul Barton Date: 1¥ January 2020

Head Teacherkebekah Dennett Date: 15t January 2020

Head of Education Servic®eclan Tuer Date: 15t September 2019

The Designated Safeguarding LeadRgbekah Dennett
Contact emailrebekah.dennett@rocnorthwest.co.uk
Tel: 01772 957062 07776 528079

The Deputy Designated Safeguarding LeadSisan Di Sora
Contact emailsean.disora@lintonschool.co.uk
Tel: 01772 957062

The Deputy Designated Safeguarding LeadP@ul Barton
Contact emailpaul.barton@lintonschool.co.uk
Tel: 01772 957062

The LA Designated Officer fiiancashire CountZouncilis: Tim Booth
Contact emailtim.booth@lancashire.gov.uk
Tel: 01772 536694

The LA Designated Officer f@lackpool Councik: Amanda Quirke
Contact emailamanda.quirke @blackpool.gov.uk
Tel: 01253 477541

Lancashire County CouncjlMulti-Agency Safeguarding Hub (MASHBR00 123 6720
Lancashire County CounciEmergency Duty Tean®300 123 6722out of office hours)

BlackpoolCouncilg Multi-Agency Safeguarding Hub (MASH)Y253 477299

If the child is at immediate risk, please call the police on 999.
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Our School

Linton School is an independent spesiethool for young people with social, emotional and
mental health difficulties for both boys and girls agedi@years old. The school is

registered for ugo 12 learners and consists os#hall classes to provide a nurturing
environment to develop and progress throughout their learning journey. We are a trauma
informed school that is able to support children and teenagers who suffer with trauma or
mental health problems and whose troubleghaviour acts as a barrier to learning. Located
in rural Preston we therefore benefit from some amazing outdoor space where we develop
our outdoor, equestrian and horticulture skills. All the staff at Linton School are committed
to creating a setting wiesh not only focuses on academic success, but also provides our
learners opportunities to develop their social, communication and independent skills.

Culture and Ethos

We are committed to providing a nurturing, safe and ambitious learning environment that

supports every young person to achieve lifelong skills through a diverse lezamiered

curriculum. Respectful and supportive relationships are at the heart ofeafloywe value

every member dthe school community equallyThrough bespoke curriculums tailored

G261 NR& SI OK AYRAGARdzZ f LizLAf Q&a ySSR&az SELISN
for learning and support our young people achieve their fulpotential. As an educational

setting our main aim is to prepare our pupils to make a positive contribution towards

society by giving our students the skills they need to be successful, resilient and inspirational
young adults. Linton schools purposeadsrmprove the quality of life for our young people

020K y262 YR AYy (GKS FdzidzZNBI WodzZAf RAy3a 2dzNJ ¥

The Vision

Linton School provides a safe, nurturing learning environment to provide skills for lifelong
opportunities, which gives the younmpople an ambitious outlook towards their future.

The vision drives everything we do and will be achieved through:

1 Outdoor enrichment activities to promote life skills thrduglay, nurture and
teamwork.
Promoting independence, patience and listenikdls through Equestrian lessons.
Multi-disciplinary links from both internal and external companies to provide a
bespoke, broad and balanced curriculum that developsettiecation of our pupils.
1 Empowering each learner to achieve their personal goatsdavelopa lifelong love
of learning.
A positive and ambitious school environmenatipromotes learning for all.
Offering a broad range of learning experiences within the curriculum that values
academic attainment as well as developing social skilfereences and resilience.

il
1

= =

More information about the school can be found in the school Prospectus.
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1. Overview

This policy is intended to cover data protection compliance in accordance with the General Data
Protection Regulations, 2018, and the D&mtection Act 2018 across all schools within CareTech
/| KAt RNByQa {SNPAOSad ¢KS aOKz22fa INB Fa F2tf264aY

Netherlea School, ACAD;

Branas School, Branas Isaf;

Hidelow Grange School, Branas Isaf;
Greenfields School, Greenfields;

The Potteries School, | & A,

Dovecote School, | & A;

Linton House School, ROC Northwest.

= =4 =4 4 -4 -4

This policy will sit under the corporate framework for GDPR as implemented by CareTech Community
Services, and will address those considerations and approaches to data protection specifiol®. scho
The CareTech Data Protection policy can be found on our websitenatlintonschool.lancs.sch.uk

2. Aims

Our schools aim to ensure that all personal data collected about staff, pupils, parents, proprietors,
visitors and other stakeholders is collected, stored and processed in accordance withribeal Data
Protection Reqgulation (GDP&t)d the provisions of the Data Protection Act 2018 (DPA 2018).

This policy applies to all personal data, regardless of whetheinipigper or electronic format.

3. Legislation and guahce

This policy meets the requirements of the GDPR and the provisions of the DPA 2018. It is based on
3dzZA RF yOS Lzt AAKSR o0& GKS LyT2 NP ¥V¥RY (0 KBY¥YX & DA2 )
of practice for subject access requests

In addition, this policy complies with regulation 5 of tReucation (Pupil Information) (England)
Regulations 20056 ¢ KA OK 3JIAGBS& LI NBydGa GK&tondkrecerdh 2 F | 00S a3

In addition, this policy complies with the corporate framework for CareTech Community Services plc.
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4. Definitions

Term

Personal data

Special categories of personal data

Processing

Data subject

Data controller

Data processor

Definition

Any information relating to an identified, or
identifiable, individual.
¢CKA& YIF& AyOfdRS GKS A
1 Name (including initials)
1 Identification number
1 Location data
1 Online identifier, such as a username

It may also include factors specific to the
AYRAGARdzZ £ Q& LIK@&aAOlf X
economic, cultural osocial identity.

Personal data which is more sensitive and so nee
more protection, including information about an
AYRAGARdzZ £ Q&Y

Racial or ethnic origin

Political opinions

Religious or philosophical beliefs
Tradeunion membership

Special Educational Needs

= =4 =4 -4 -4 =2

Biometrics (such as fingerprints, retina ar
iris patterns), where used for identificatior
purposes

1 Healthg physical or mental

I Sex life or sexual orientation

Anything done to personal data, such adexting,
recording, organising, structuring, storing, adaptir
altering, retrieving, using, disseminating, erasing
destroying.

Processing can be automated or manual.

The identified or identifiable individual whose
personal data ikeld or processed.

A person or organisation that determines the
purposes and the means of processing of person.
data.

Aperson or other bodygpther than an employee of

the data controller, who processes personal data
behalf of the data controller.
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Personal data breach A breach of security leading to the accidental or
unlawful destruction, loss, alteration, unauthorise:
disclosure of, or access to personal data.

5. The Data Controller

Our schools process personal data relating to parents, pupils, staff, governors, visitors and others, and
therefore are adata controller.

CareTech is registered as a data controller with the ICO and will renew this registration annually or as
otherwise kgally required.

6. Roles and responsibilities

This policy applies tall staff employed by our schools, and to external organisations or individuals
working on our behalf. Staff who do not comply with this policy may face disciplinary action.

6.1 Governing board
The proprietor board has overall responsibility for ensuring that our schools comply with all relevant
data protection obligations.

6.2 Data protection officer

At a company level, the Group Data Protection Officer (DPO) is responsibiedimeeing the
implementation of corporate policy, monitoring our compliance with data protection law, and
developing related policies and guidelines where applicable

They will provide an annual report of their activities directly to the board and, wiedegant, report
to the board their advice and recommendations on school data protection issues.

The DPO is also the first point of contact for individuals whose data the school processes, and for the
ICO.
Cdzf f RSOFAfa 2F (Ksetobtinthérjob deBehptiagh.y A0 Af AGASa | NB

OurDPOisNicholas Fosteand is contactable vidata.protection@careteckuk.com/ 01707601800
The company has also appointed @enior Information Risk Officer, Anmmala Sherlock
(amanda.sherlock@caretealk.con).

6.3 Head Teacher

The nominated individual for data control in each school is the Head Teacher, acting as the
representative of the data protection officer on a dirday basis. The nominated individual is
NBalLl2yairofsS F2N GKS A YLIX SYS yRblicyi &nél ghsufing coinlidceda OK 2 2 |
with the policy within the school.

6.4 All staff
Staff are responsible for:

91 Collecting, storing and processing any personal data in accordance with this policy
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Informing the school of any changes to their personal dstigh as a change of address
Contacting the nominated individual/DPO in the following circumstances:

With any questions about the operation of this policy, data protection tataining personal
data or keeping personal data secure

If they have angoncerns that this policy is not being followed

If they are unsure whether or not they have a lawful basis to use personal data in a particular
way

1 If they need to rely on or capture consent, draft a privacy notice, deal with data protection
rights invokedby an individual, or transfer personal data outside the European Economic Area

If there has been a data breach
Whenever they are engaging in a new activity that may affect the privacy rights of individuals

If they need help with any contracts or sharirgrgonal data with third parties

7. Data protection principles

The DPA 2018 is based on data protection principles that our school must comply with.
The principles say that personal data must be:

=

Processed lawfully, fairly and in a transparent manner
Collected for specified, explicit and legitimate purposes

Adequate, relevant and limited to what is necessary to fulfil the purposes for which it is
processed

9 Accurate and, where necessary, kept up to date
Kept for no longer than is necessary for the pugas for which it is processed
Processed in a way that ensures it is appropriately secure

This policy sets out how the school aims to comply with these principles.

8. Collecting personal data

8.1 Lawfulness, fairness and transparency
We will only procestJISNE2Y I f RI Gl 6KSNB ¢S KIFI@gS 2yS 2F ¢
under data protection law:

1 The data needs to be processed so that the schoofwéiha contractwith the individual, or
the individual has asked the school to take specific steps before entering into a contract

The data needs to be processed so that the schootoamply with a legal obligation
The data needs to be processed to ensure\thal interestsof the individual e.g. to protect
az2yS2ysSqQa tATFS

1 The data needs to be processed so that the school, as a public authority, can perform a task
in the public interest,and carry out its official functions

1 The data needs to be processed for tlegitimate interestsof the school or a third party

OLINEPARSR (KS AYRAGARdAzZ ft Qa NRARIKGA | yR FNBSR2®
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1 The individual (or their parent/carer when appropriate in the case of a pupil) has freely given
clearconsent

For special categories of persl data, we will also meet one of the special category conditions for
processing which are set out in the GDPR and Data Protection Act 2018.

If we offer online services to pupils, such as classroom apps, and we intend to rely on consent as a
basis for pocessing, we will get parental consent where the pupil is under 13 (except for online
counselling and preventive service$) we believe a pupil to be over the age of 13, we will seek
confirmation of date of birth from the parent prior to allowing thatwymg person to give consent.

Whenever we first collect personal data directly from individuals, we will provide them with the
relevant information required by data protection law.

8.2 Limitation, minimisation and accuracy
We will only collect personalata for specified, explicit and legitimate reasons. We will explain these
reasons to the individuals when we first collect their data.

If we want to use personal data for reasons other than those given when we first obtained it, we will
inform the indivduals concerned before we do so, and seek consent where necessary.

Staff must only process personal data where it is necessary in order to do their jobs.

When staff no longer need the personal data they hold, they must ensure it is deleted or anonymised.

This will be done in accordance with the relevant sections of Itifermation and Records

al VI 3SYSyid { 20OASIi teprddude@ad Appendix@®2 MIKSOK 223 A i Qa NB
pertaining to Section 3: Financial Management, and Section 4: Propkmyagement, will not be

applied as these fall withinthe rem&@ ¥ / I NB¢ SOKQa O2N1LR2 NI (S aeadsSya
between the IRMS retention schedule for schools, and the CareTech Data Retention policy, the school

will follow IRMS guidance.

9. Sharing personal data

We will not normally share personal datdth anyone else, but may do so where:
1 There is an issue with a pupil or parent/carer that puts the safety of our staff at risk
1 We need to liaise with other agenciesve will seek consent as necessary before doing this

9 Our suppliers or contractors needtdao enable us to provide services to our staff and pupils
¢ for example, IT companies. When doing this, we will:

o Only appoint suppliers or contractors which can provide sufficient guarantees that
they comply with data protection law

o Establish a data shag agreement with the supplier or contractor, either in the
contract or as a standalone agreement, to ensure the fair and lawful processing of any
personal data we share

o Only share data that the supplier or contractor needs to carry out their service, and
information necessary to keep them safe while working with us
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We will also share personal data with law enforcement and government bodies where we are legally
required to do so, including for:

1 The prevention or detection of crime and/or fraud
The apprehasion or prosecution of offenders
The assessment or collection of tax owed to HMRC

1

1

9 In connection with legal proceedings

1 Where the disclosure is required to satisfy our safeguarding obligations
1

Research and statistical purposes, as long as personal dauffigently anonymised or
consent has been provided

We may also share personal data with emergency services and local authorities to help them to
respond to an emergency situation that affects any of our pupils or staff.

Where we transfer personal data ta country or territory outside the European Economic Area, we
will do so in accordance with data protection law.

10. Subject access requests and other rights of individuals

10.1 Subject access requests

LYRADGARIZ £ & KIFE@BS | NNBKOSEAQYERSII APaU00884 0

®

the school holds about them. This includes:

T

=A = =4 =4 =

=

Confirmation that their personal data is being processed
Access to a copy of the data

The purposes of the data processing

The categories of personal data ceneed

Who the data has been, or will be, shared with

l2¢ t2y3 GKS RIGF gAftf 0S ai2NBR F2NE 2NJ AT
period

The source of the data, if not the individual

Whether any automated decisiemaking is being gpied to their data, and what the
significance and consequences of this might be for the individual

Subject access requests must be submitted in writing, either by letter, email or fax to the CareTech
DPO. They should include:

il
il
T
il

LT

Name of individual

Correspondence address

Contact number and email address

Details of the information requested

ailr¥F NBOSAQS I &adzoa2SOG | O0Saa NBljdzSaid GKSe

individual, who will then forward it to the DPO.
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10.2 Childen and subject access requests

Personal data about a child belongs to that child, and not the child's parents or carers. For a parent or
carer to make a subject access request with respect to their ¢hiéddghild must either be unable to
understand theirights and the implications of a subject access request, or have given their consent.

Children aged 12 and above are generally regarded to be mature enough to understand their rights

and the implications of a subject access request. Therefore, subptct access requests from parents

or carers of pupils at our school may not be granted without the express permission of the pupil. This

Aa y24 I NHzZ S IyR | LlzZLAf Qa FoAfAGe O dycdsgg RSNEG I
basis.

10.3Responding to subject access requests
When responding to requests, we:
1 May ask the individual to provide 2 forms of identification
May contact the individual via phone to confirm the request was made

1
1 Will respond without delay and within 1 month of repeof the request
91 Will provide the information free of charge

1

May tell the individual we will comply within 3 months of receipt of the request, where a
request is complex or numerous. We will inform the individual of this within 1 month, and
explain why tle extension is necessary
We will not disclose information if it:

1 Might cause serious harm to the physical or mental health of the pupil or another individual

9 Would reveal that the child is at risk of abuse, where the disclosure of that information would
n2id 6S Ay (KS OKAfRQa o6Said AyaSNBaila
Is contained in adoption or parental order records
Is given to a court in proceedings concerning the child

If the request is unfounded or excessive, we may refuse to act on it, or charge a reasonable fee which
takesinto account administrative costs.

A request will be deemed to be unfounded or excessive if it is repetitive, or asks for further copies of
the same information.

When we refuse a request, we will tell the individual why, and tell them they have the tdgh
complain to the ICO.

10.4 Other data protection rights of the individual

In addition to the right to make a subject access request (see above), and to receive information when
we are collecting their data about how we use and process it (see sé&)tiorividuals also have the

right to:

1 Withdraw their consent to processing at any time

9 Ask us to rectify, erase or restrict processing of their personal data, or object to thesgiog
of it (in certain circumstances)

1 Prevent use of their personal data for direct marketing
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Challenge processing which has been justified on the basis of public interest

Request a copy of agreements under which their personal data is transferred eofside
European Economic Area

9 Obiject to decisions based solely on automated decision making or profiling (decisions taken
with no human involvement, that might negatively affect them)

Prevent processing that is likely to cause damage or distress
Be notifed of a data breach in certain circumstances

Make a complaint to the ICO

=A =/ =4 =4

Ask for their personal data to be transferred to a third party in a structured, commonly used
and machinereadable format (in certain circumstances)

Individuals should submit any regst to exercise these rights to the DPO. If staff receive such a
request, they must immediately forward it to the DPO.

11. Parental requests to see the educational record

All our schools are registered as independent schools, and astbanhjs no automatic parental right
of access to the educational records in this setting.

However, the pupils attending our schools are predominantly children looked after, and as such are
subject to a range of court orders placing them within the cdrtheir local authorities, either solely

or jointly. Part of our relationship with these third party corporate parents is based in the shared
communication of personal data, often sensitive, pertaining to the child, and in order to meet shared
objectives ad outcomes for that child as part of a multidisciplinary team.

Sharing of personal data with the corporate parent will only be done in compliance with this policy.
Information shared will only be that specifically pertaining to the child for whom tretl lauthority

have responsibility. Information shared will only be that which is necessary for the local authority to
complete their own records for that specific purpose.

Any further subject access requests from the corporate parent / parent will beidemesl in
accordance with this policy, but may not be granted. Each will be considered on-hyeesse basis.

12. Biometric recognition systems

Our schools do not use, nor plan to use, biometric recognition systems.

13. CCTV

Our schools do not useCTV on or around the premises, at any of our school locations.

14. Photographs and videos

As part of our school activities, we may take photographs and record images of individuals within our
school.
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We will obtain written consent from parents/carexs, pupils aged 18 and over, for photographs and
videos to be taken of pupils for communication, marketing and promotional materials.

Where we need parental consent, we will clearly explain how the photograph and/or video will be

used to both the parenOD NBENJ | yR LlzLJAf & 2 KSNBE 6S R2y Qi YySSR
explain to the pupil how the photograph and/or video will be used.

Uses may include:

9 Within school on notice boards and in school magazines, brochures, newsletters, etc.

9 Outside ofschool by external agencies such as the school photographer, newspapers,
campaigns

9 Online on our school website or social media pages

Consent can be refused or withdrawn at any time. If consent is withdrawn, we will delete the
photograph or video and notistribute it further.

When using photographs and videos in this way we will not accompany them with any other personal
information about the child, to ensure they cannot be identified.

{SS Iy AY RASAkedraing PoiicKnie inf@rination @ our use of photographs and
videos.

15. Data protection by design and default

We will put measures in place to show that we have integrated data protection into all of our data
processing activities, including:

1 Appointing a suitably qualified schamminated individual, and DPO, and ensuring they have
the necessary resources to fulfil their duties and maintain their expert knowledge

1 Only processing personal data that is necessary for each specific purpose of processing, and
always in line with the da protection principles set out in relevant data protection law (see
section 6)

 /2YLX SGAYy3 LINRAGIFO& AYLI OG FaasSaavySyda ¢KSNB
presents a high risk to rights and freedoms of individuals, and when introducing new
techrnologies (the DPO will advise on this process)

1 Integrating data protection into internal documents including this policy, any related policies
and privacy notices

1 Regularly training members of staff on data protection law, this policy, any related policies
and any other data protection matters; we will also keep a record of attendance

1 Regularly conducting reviews and audits to test our privacy measures and make sure we are
compliant

1 Maintaining records obur processing activities, including:

0 Forthe benetiof data subjects, making available the name and contact details of our
school and DPO and all information we are required to share about how we use and
process their personal data (via our privacy notices)

o For all personal data that we hold, maintainiaag internal record of the type of data,
data subject, how and why we are using the data, any tpady recipients, how and
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why we are storing the data, retention periods and how we are keeping the data
secure

16. Data security and storage of records

We will protect personal data and keep it safe from unauthorised or unlawful access, alteration,
processing or disclosure, and against accidental or unlawful loss, destruction or damage.
In particular:

1 Paperbased records and portable electronic devices,hsas laptops and hard drives that
contain personal data are kept under lock and key when not in use

9 Papers containing confidential personal data must not be left on office and classroom desks,
on staffroom tables, pinned to notice/display boards, or laffyahere else where there is
general access

1 Where personal information needs to be taken off site, staff must sign it in and out from the
school office

1 Passwords that are at least 8 characters long containing letters and numbers are used to
access school agputers, laptops and other electronic devices. Staff and pupils are reminded
to change their passwords at regular intervals

1 Encryption software is used to protect all portable devices and removable media, such as
laptops and USB devices

9 Staff, pupils or governors who store personal information on their personal devices are
expected to follow the same security procedures as for schawmled equipment(see our
online safety policy/acceptable use agreement)

1 Where we need to share personadtd with a third party, we carry out due diligence and take
reasonable steps to ensure it is stored securely and adequately protected (see $ction

17. Disposal of records

Personal data that is no longer needed will be disposed of securely. Perstadhathas become
inaccurate or out of date will also be disposed of securely, where we cannot or do not need to rectify
or update it.

For example, we will shred or incinerate pafiersed records, and overwrite or delete electronic files.
2SS YIe ftaz2 dzasS I GKANR LI NIGE& G2 arF¥Ste RA&aLRAS
require the third party to provide sufficient guantees that it complies with data protection law.

18. Personal data breaches

The school will make all reasonaleledeavordo ensure that there are no personal data breaches.

In the unlikely event of a suspected data breach, we will follow the praeeset out in appendix 1.

When appropriate, we will report the data breach to the ICO within 72 hours. Such breaches in a
school context may include, but are not limited to:

1 A nonanonymised dataset being published on the school website which showexérm
results of pupils eligible for the pupil premium

1 Safeguarding information being made available to an unauthorised person
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1 The theft of a school laptop containing nencrypted personal data about pupils

19. Training

All staff and governors amgrovided with data protection training as part of their induction process.
Data protection will also form part of continuing professional development, where changes to
fSaIAatrdAz2ys FdzZARFYOS 2N GKS a0OK22f Qa LINRPOSaasSa

20. Monitoring arangements

The Head of Education Services / Ddft®©responsible for monitoring and reviewing this policy.

This policy will be reviewed and updated if necessary where any amendments are made to the Data
Protection Act 2018. Otherwise this policy will beiesvedevery year implemented in the schools
0§KNRBdAK GKS 1 SIR ¢SFOKSNE |yR aKINBR gAGK GKS

Q¢
Y

21. Links to other policies

¢KAA RFEGF LINPGSOGAZ2Y LRtAOE Aa fAY1SR (G2 2dzNJ aOF
Safeguarding Policy

Online Safety Policy

Acceptable use of ICT Policy

Staff Conduct Policy

=A =4 =4 =4 =

Complaints Policy
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Appendix 1: Personal data breach procedure

This procedure is based gridance on personal data breachmeduced by the ICO.

1 On finding or causing a breach, or potential breach, the staff membeatarprocessor must
immediately notify the DPO

1 The DPO will investigate the report, and determine whether a breach has occurred. To decide,
the DPO will consider whether personal data has been accidentally or unlawfully:

0 Lost
Stolen
Destroyed
Altered

Disclosed or made available where it should not have been

O O O O o

Made available to unauthorised people

1 The DPO will alert the Head Teacher for the relevant school, and the chair of governance (Head
of Education Services).

1 The DPO will make all reasonable effortctmtain and minimise the impact of the breach,
assisted by relevant staff members or data processors where necessary. (Actions relevant to
specific data types are set out at the end of this procedure)

1 The DPO will assess the potential consequences, baisdtbw serious they are, and how
likely they are to happen

1 The DPO will work out whether the breach must be reported to the ICO. This must be judged
on a caseby-case basis. To decide, the DPO will consider whether the breach is likely to
negatively affectJS2 L SQ& NAIKGA YR FNBSR2YaszX F-yR Ol dz
material damage (e.g. emotional distress), including through:

0 Loss of control over their data

Discrimination

Identify theft or fraud

Financial loss

Unauthorised reversal of pseadymisation (for example, kegoding)
Damage to reputation

Loss of confidentiality

O O O O o o o

Any other significant economic or social disadvantage to the individual(s) concerned
LT AGQa tA1Ste dKFd GKSNB oAttt 0SS notifysnakal G2
ICO.

1 The DPO will document the decision (either way), in case it is challenged at a later date by the
ICO or an individual affected by the breach. Documented decisions are stored by the DPO, on
GKS /2YLI yeQa &SOdzNB &Haf NchadbHedd g Rdudatioh SE/iRes ¢ A (1 K
where appropriate.

1 Where the ICO must be notified, the DPO will do this viaitheS LJ2 NI | 6 NB I OKQ LJ
websitewithin 72 hours. As ragred, the DPO will set out:

0 A description of the nature of the personal data breach including, where possible:
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A The categories and approximate number of individuals concerned

A The categories and approximate number of personal data records concerned
0 The nane and contact details of the DPO
o0 A description of the likely consequences of the personal data breach

0 Adescription of the measures that have been, or will be taken, to deal with the breach
and mitigate any possible adverse effects on the individual(®eroed

1 If all the above details are not yet known, the DPO will report as much as they can within 72
hours. The report will explain that there is a delay, the reasons why, and when the DPO
expects to have further information. The DPO will submit the ra@magiinformation as soon
as possible

1 The DPO will also assess the risk to individuals, again based on the severity and likelihood of
potential or actual impact. If the risk is high, the DPO will promptly inform, in writing, all
individuals whose personahth has been breached. This notification will set out:

0 The name and contact details of the DPO
o A description of the likely consequences of the personal data breach

0 A description of the measures that have been, or will be, taken to deal with the data
breat and mitigate any possible adverse effects on the individual(s) concerned

1 The DPO will notify any relevant third parties who can help mitigate the loss to individuals
for example, the police, insurers, banks or credit card companies

1 The DPO will documépach breach, irrespective of whether it is reported to the ICO. For each
breach, this record will include the:

o Facts and cause
o Effects

o0 Action taken to contain it and ensure it does not happen again (such as establishing
more robust processes or provigjrurther training for individuals)
wSO2NRa 2F |ttt oNBIFIOKSa gAff 0SS a02NBR o0& (K!
1 The DPO and Head Teacher will communicate to review what happened and how it can be
stopped from happening again. This communication téppen as soon as reasonably
possible.
Actions to minimise the impact of data breaches
We will take the actions set out below to mitigate the impact of different types of data breach,
focusing especially on breaches involving particularly riskgmsitive information. We will review the
effectiveness of these actions and amend them as necessary after any data breach.

Sensitive information being disclosed via email (including safeguarding records)

9 If special category data (sensitive informationaizidentally made available via email to
unauthorised individuals, the sender must attempt to recall the email as soon as they become
aware of the error

1 Members of staff who receive personal data sent in error must alert the sender and the DPO
as soon aghey become aware of the error

9 If the sender is unavailable or cannot recall the email for any reason, the DPO will ask the ICT
department to recall it
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1

In any cases where the recall is unsuccessful, the DPO will contact the relevant unauthorised
individuak who received the email, explain that the information was sent in error, and request
that those individuals delete the information and do not share, publish, save or replicate it in
any way

The DPO will ensure we receive a written response from all dhedinals who received the
data, confirming that they have complied with this request

The DPO will carry out an internet search to check that the information has not been made
public; if it has, we will contact the publisher/website owner or administriatoequest that
the information is removed from their website and deleted.
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Appendix 2: Retention Schedule
Management of the School

This section contains retention periods connected to the general management of the school. This covers the work of the Governing Body,
the Headteacher and the senior management team, the admissions process and operational administration.

1.1 Governing Body

Basic file desaription Data Prot Issues Statutory Provisions Retention Period [Operational] Action at the end of the

administrative life of the record

faciity, shredding using 2 cross cut shendder.

nfoemation without the clerk needing fo pont off and collate redactad copies of the minutes each time 3 request is made

1.1.1  Agendas for Governing Body There may be data One copy should be retained with SECURE DISPOSAL'
meetings protection issues if the master set of minutes. All other
the meeting is dealing copies can be disposed of
with confidential
issues relating to staff
112 Minutes of Governing Body meetings  There may be data
protection issues if
the meeting is dealing
with confidential
issues relating to staff
Principal Set (signed) PERMANENT If the school is unable to store these
then they should be offered to the
County Archives Service
Inspection Copies? Date of meeting + 3 years If these minutes contain any
sensitive, personal information they
must be shredded.
1.13  Reports presented to the Governing There may be data Reports should be kept for a SECURE DISPOSAL or
Bedy protection issues if minimum of 6 years. However, f the  retain with the signed set of the
the report deals with minutes refer directly to individual minutes
confidential issues reports then the reports should be
relating to staff kept permanently
1.14  Meeting papers relating tothe annual  No Education Act 2002, Date of the meeting + a minimum SECURE DISPOSAL
parents' meeting held under section Section 33 of 6 years
33 of the Education Act 2002
T Inthis conte SECURE DISPOSAL shoudd be taken to H:s:l::?xpcql using corfidantial waste bing, ocif the school has the 2 These o= the copies which the derk to the Governos may wish to retain so that eagquestors can view all the appropriate
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1.1 Governing Body

Basic file description

Data Prot Issues Statutory Provisions

Retention Period [Operational]

Action at the end of the

administrative life of the record

1.5  Instruments of Government including  No PERMANENT These should be retained in the
Articles of Association school whilst the school is open
and then offered to County Archives
Service when the school closes.
1.J6  Trusts and Endowments managedby  No PERMANENT These should be retained in the
the Governing Body school whilst the school is open
and then offered to County Archives
Service when the school closes.
1.1.7  Action plans created and administered No Life of the action plan + 3 years SECURE DISPOSAL
by the Governing Body
1.18  Policy documents created and No Life of the policy + 3 years SECURE DISPOSAL
administered by the Governing Body
1.J9  Records relating to complzints dealt Yes Date of the resclution of the SECURE DISPOSAL
with by the Governing Body complaint +a minimum of 6 years
then review for further retention in
case of contentious disputes
1.1.10  Annual Reports created under the No Education (Governor’s Date of report + 10 years SECURE DISPOSAL
requirements of the Education Annual Reports)
(Governor's Annual Reports) (England) (England) {Amendment)
(Amendment) Regulations 2002 Regulations 2002 Sl 2002
No 1171
1.1.11  Proposals concerning the change No Date proposal accepted ordeclined  SECURE DISPOSAL
of status of a maintained school + 3 years

including Specialist Status Schools
and Academies

Please note that all information about the retention of records concerning the recruitment of Head Teachers can be found in the Human Resources section below.
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1.2 Head Teacher and Senior Management Team

Basic file description Data Prot Issues Statutory Retention Period [Operational] Action at the end of the

Provisions administrative life of the
record
121  Log books of activity in the school There may be data protection issues Date of last entry in the book + a These could be of permanent
maintained by the Head Teacher if the log book refers to individual minimum of 6 years then review historical value and should be
pupils or members of staff offered 1o the County Archives
Service if appropriate
122 Minutes of Senior Management Team  There may be data protection issues Date of the meeting + 3 years then SECURE DISPOSAL
meetings and the meetings of other if the minutes refers to individual review
internal administrative bodies pupils or members of staff
123 Reports created by the Head Teacher ~ There may be data protection issues Date of the report + a minimum of 3 SECURE DISPOSAL
or the Management Team if the report refers to individual years then review

pupils or members of staff

124 Records created by head teachers, There may be data protection issues Curmrent academic year + 6 yearsthen  SECURE DISPOSAL
deputy head teachers, heads of year if the records refer to individual review
and other members of staff with pupils or members of staff
administrative responsibilities
125 Comespondence created by head There may be data protection issues Date of correspondence + 3 years then  SECURE DISPOSAL
teachers, deputy head teachers, heads  if the correspondence refers to review
of year and other members of staff individual pupils or members of staff
with administrative responsibilities
126 Professional Development Plans Yes Life of the plan + 6 years SECURE DISPOSAL
127 School Development Plans No Life of the plan + 3 years SECURE DISPOSAL
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1.3 Admissions Process

Basic file desaiption DataProt Statutory Provisions Retention Period [Operational] Action at the end of the administrative life

Issues of the record
13.1  All records relating No School Admissions Code Life of the policy + 3 years then SECURE DISPOSAL
to the creation and Statutory guidance for admission review
implementation of the authorities, governing bodies, local
School Admissions' Policy authorities, schools adjudicators and
admission appeals panels December 2014
132 Admissions - if the Yes School Admissions Code Date of admission + 1 year SECURE DISPOSAL
admission is successful Statutory guidance for admission

authorities, governing bodies, local
authorities, schools adjudicators and
admission appeals panels December 2014

133 Admissions - if the appealis  Yes School Admissions Code Resolution of case + 1 year SECURE DISPOSAL
unsuccessful Statutory guidance for admission
authorities, governing bodies, local
authorities, schools adjudicators and
admission appeals panels December 2014

134 Register of Admissions Yes School attendance: Departmental advice  Every entry in the admission REVIEW
for maintained schools, academies, register must be preserved for a Schools may wish to consider keeping the
independent schools and local authorities  period of three years after the date  admission register permanently as often
October 2014 on which the entry was made.? schools receive enquiries from past pupils to
confirm the dates they attended the scheol.
135 Admissions — Secondary Yes Current year + 1 year SECURE DISPOSAL
Schools — Casual
136 Proofs of address supplied Yes School Admissions Code Current year + 1 year SECURE DISPOSAL
by parents as part of the Statutory guidance for admission
admissions process authorities, governing bodies, local

authorities, schools adjudicators and
admission appeals panels December 2014
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1.3 Admissions Process

Basic file description DataProt Statutory Provisions Retention Period [Operational] Action at the end of the administrative life
Issues of the record

137 Supplementary information  Yes
form including additicnal
information such as refigion,
medical conditions etc

For successful admissions This information should be added  SECURE DISPOSAL
to the pupil file

For unsuccessful admissions Until appeals process completed SECURE DISPOSAL

1.4 Operational Administration

Basic file description Data Prot Statutory Retention Period [Operational] Action at the end of the administrative life
Issues Provisions of the record

141 General file series No Current year + 5 years then REVIEW SECURE DISPOSAL

142 Records relating to the creation and publication  No Current year + 3 years STANDARD DISPOSAL
of the school brochure or prospectus

143 Records relating to the creation and distribution  No Currentyear + 1 year STANDARD DISPOSAL
of circulars to staff, parents or pupils

144 Newsletters and other items with a short No Curment year + 1 year STANDARD DISPOSAL
cperational use

145 Visitors'Books and Signing in Sheets Yes Current year + 6 years then REVIEW SECURE DISPOSAL

146 Records relating to the creation and No Current year + 6 years then REVIEW SECURE DISPOSAL
management of Parent Teacher Associations
and/or Old Pupils Associations
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2. Human Resources

This section deals with all matters of Human Resources management within the school.

2.1 Recruitment

Basic file description Data Prot Statutory Retention Period [Operational] Action at the end of the
Issues Provisions administrative life of the record

211  All records leading up to the Yes Date of appointment + 6 years SECURE DISPOSAL
appointment of a new headteacher

212  Allrecords leading up 1o the Yes Date of appointment of successful candidate + 6 months SECURE DISPOSAL
appointment of a new member of
staff — unsuccessful candidates

213 Allrecords leading up 1o the Yes All the relevant information should be added to the staff SECURE DISPOSAL
appointment of 2 new member of personal file (see below) and all other information retained for
staff — successful candidate 6 months

214 Pre-employment vetting No DBS Update Service  The schoo! does not have to keep copies of DBS certificates. If
information — DBS Checks Employer Guide the school does so the copy must NOT be retzined for more

June 2014: Keeping than 6 months
children safe in

education.
July 2015 (Statutory
Guidance from
Dept. of Education)
Sections 73,74
2.15  Proofs of identity collected as Yes Where possible these should be checked and a note kept
part of the process of checking of what was seen and what has been checked. If it is felt
“portable” enhanced DBS disclosure necessary to keep copy documentation then this should be
placed on the member of staff's personal file
2.16 Pre-employment vetting Yes An employer’s Where possible these documents should be added to the
information — Evidence proving guide toright to Staff Personal File [see below], but if they are kept separately
the right to work in the United work checks [Home then the Home Office requires that the documents are kept
Kingdom?* Office May 2015] for termination of Employment pius not less than two years
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2.2 Operational Staff Management

Data Prot

Retention Period [Operational]

Action at the end of the administrative

Basic file description Statutory Provisions
Issues life of the record
221  Staff Personal File Yes Limitation Act 1980 (Section 2) Termination of Employment + 6 years SECURE DISPOSAL
222 Timesheets Yes Current year + 6 years SECURE DISPOSAL
223  Annual appraisal/ Yes Current year + 5 years SECURE DISPOSAL

assessment records

2.3 Management of Disciplinary and Grievance Processes

Retention Period [Operational] Action at the end of the administrative

Data Prot Statutory Provisions

Basic file description
Issues life of the record
231  Allegation of a child Yas *Keeping children safe in education Until the person’s normal retirement SECURE DISPOSAL
protection nature against a Statutory guidance for schools and age or 10 years from the date of the These records must be shredded
member of staff including colleges March 2015% *"Working together  allegation whichever is the longer then
where the allegation is to safeguard children. A guide to REVIEW. Note zllegations that are found
unfounded® inter-agency working to safeguard and to be malicious should be removed from
promote the welfare of children March personnel files. If found they are to be
2015" kept on the file and a copy provided to
the person concerned
232 Disaplinary Proceedings Yes
oral waming Date of wamning® + 6 months
SECURE DISPOSAL

written warning — level 1

Date of warning + 6 months

written warning - level 2

Date of warning + 12 months

final warning

Date of warning + 18 months

[if warnings are placed on personal files
then they must be weeded from the file]

case not found

If the incident is child protection related
then see above otherwise dispose of at
the conclusion of the case

SECURE DISPOSAL
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2.4 Health and Safety

Basic file description DataProt Statutory Provisions Retention Period [Operational] Action at the end of the

Issues administrative life of the record
24.1 Health and Safety Policy No Life of policy + 3 years SECURE DISPOSAL
Statements
242 Health and Safety Risk No Life of risk assessment + 3 years SECURE DISPOSAL
Assessments
243 Records relating to accident/  Yes Date of incident + 12 years SECURE DISPOSAL
injury at work In the case of serious accidents a
further retention period will need to
be applied
244 Accident Reporting Yes Social Security (Claims and Payments) Regulations

1979 Regulation 25. Social Security Administration
Act 1992 Section 8. Limitation Act 1980

Adults Date of the incident + 6 years SECURE DISPOSAL
Children DOB of the child + 25 years SECURE DISPOSAL

245 Control of Substances No Control of Substances Hazardous to Health Current year + 40 years SECURE DISPOSAL
Hazardous to Health (COSHH) Regulations 2002. S1 2002 No 2677 Regulation

11; Records kept under the 1994 and 1999
Regulations to be kept as if the 2002 Regulations
had not been made. Regulation 18 (2)

246 Process of monitoring of areas  No Control of Asbestos at Work Requlations 2012 S Last action + 40 years SECURE DISPOSAL
where employees and persons 1012 No 632 Regulation 19
are likely to have become in
contact with asbestos

247 Process of monitoring of areas  No Last action + 50 years SECURE DISPOSAL
where employees and persons
are likely to have become in
contact with radiation

248 Fire Precautions fog books No Current year + 6 years SECURE DISPOSAL

4 Employers are required to take 2 “clear copy” of the documents which they are shown as part of this process
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5. Pupil Management

This section includes all records which are created during the time a pupil spends at the scheol. For information about accident reporting see under Health and Safety above.

5.1 Pupil's Educational Record

Basic file description Data Prot Statutory Provisions

Issues

Retention Period
[Operational]

Action at the end of the administrative life of the record

5.1.1  Pupil’s Educational Record required  Yes
by The Education {Pupil Information)
(England) Regulations 2005

The Education

(Pupil Information)
(England) Regulations
2005 SI1 2005 No. 1437

Primary

Retain whilst the child
remains at the primary
school

The file should follow the pupil when he/she leaves the primary

school. This will include:

- toanother primary school

- toa secondary school

- to a pupil referral unit

- If the pupil dies whilst at primary school the file should be
returned to the Local Authority to be retained for the statutory
retention period.

If the pupil transfers to an independent school, transfers to home

schooling or leaves the country the file should be returned to the

Local Authority to be retained for the statutory retention period.

Primary Schools do not ordinarily have sufficient storage space to

store records for pupils who have not transferred in the normal

way. It makes more sense to transfer the record to the Local

Authority as it is more likely that the pupil will request the record

from the Local Authority

Secondary

Limitation Act 1980
(Section 2)

Date of Birth of the pupil
+ 25 years

SECURE DISPOSAL

5.12  Examination Results — Pupil Copies Yes

Public

This information should
be added to the pupil file

All uncollected certificates should be returned to the
examination board.

Internal

This information should
be added to the pupil file
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